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CAT 1.1

* Odkrivanje naprave / OS

* Prilagojen za mobilne naprave

* SENSE (Android)

* OziCeni 802.1x

* »Silent« namescevalnik pod Windows
* Odstranjevanje zagonskih SSIDjev

* HotSpot 2.0 / Passpoint (Novi IOS 7+)

* APIlji za vkljuCitev CAT v lastne splente strani

Media Properties

MS Windows XP SP3

Additional HSZ0 Consortium OI 001122

Remove/Disable S5ID bootstrap MS Windows XP is no longer supported by Microsoft,

Additional SSID e schnRl therefore it can be unsecure and should not really be ued
= %

Additional 551D (with WPA/TKIP) eduroam-oldschool M RTATEE

Canfigure Wired Ethernet on




Samodejno odkrivanje

Selected institution: RESTENA Foundation

Select the user group

education.lu Users This is the profile for all users of RESTENA who have a mail
0 account @education.lu {and actually a few more mail
domains)

If you encounter problems, then you can obtain direct assistance from you home organisation at:
WWW http:/www . restena.lu/en/eduroam

email: helpdesk@restena.lu

tel: +352 424409 1

Download your eduraam installer

Linux

All platforms




arneslink
Connection | Security

eduroam.si

Security type: | WPA2-Enterprise Overovijanje

ﬂ Izberite uporabljeno metodo med izvedbo overovljanja TTLS. Med
Encryption type: |AES =

& overovijanjem PEAP bo vedno uporabljena metoda MSCHAPv2.
@ PAP

MSCHAPv2

Nastavi MSCHAPvZ
Choose a network authentication method:
ARMES: ArnesLink EAP-TTLS

v|| Settings .

Vase osebne poverilnice

] Vnesite svoj ID uporabnika in geslo za eduroam.si.
/| Remember my credentials for this connection each *'-‘? ) P 9
time I'm logged on

Up. ime@domena:

—— Geslo:
& Profili ArnesLink

(Pustite prazno, ée Zelite uporabljati poverilnice po ragunalniku ali seji.)

arneslink s

Ratunalnikove poverilnice
Advanced settings

. L Racunalnikove poverilnice nastopijo, kadar se racunalnik povezuje pred
oroi & uporabnikovo prijave in kadar uporabnikove niso na voljo.
rofi

Up. ime@domena: Darnes.si
Uredite, dodajte ali odstranite profile ArnesLink.

. Ges|0: ssssse ey
Profil: eduroam.si

(Pustite prazno, e Zelite uporabljati poverilnice po uporabniku ali seji.)
Mov | | Nastavi | | Odstrani

Zunanja identiteta
51 Izberite ID uporabnika, ped katerim se bo odjemalec prestavil
Ista kot notranja identiteta
Uporabi anonimno zunanjo identiteto

@) Uporabi prazno zunanijo identiteto (RFC 4822)

V redu H Preklici

V redu || Prekli€i




File Edit Format View Help

[908] 17:30:24:208: I EapPeerConfigxXml2Blob:: =
[908] 17:30:24:208: I EapPeerConfi ng'I?_B'Iob :Returning (0). 5
[3516] 17:30:27:890: I EapPeerGetInfo::
[3516] 17:30:27:890: I EapPeerGetInfo::Returning (0).
[3516] 17:30:27:890: I EapPeer‘InitiaHze::Ar'nesLink vl.0-prel2
[3516] 17:30:27:890: I EapPeerInitialize: Retur‘m’ng (0y.
[3516] 17:30:27:890: I EapPeerGetIdentity::
[3516] 17:30:27:890: I AL::EAP: :GetIdent‘|ty :Using connection data provided (profile: eduroam.si)...
[3516] 17:30:27:921: I AL::TLS::Profile: ‘Read: :Path: SOFTWAREMNArnesLink\Methods\Default\Profiles\eduroam.si
[3516] 17:30:27:921: I AL::TLS::Profile::Read::ProfileID: eduroam.si
[3516] 17:30:27:921: I AL::TLS::Profile::Read::AltCredsTitle: Vnesite svoj ID uporabnika in geslo za eduroam
[3516] 17:30:27:921: I AL::TLS::Profile::Read::AltUserIDStr: Up. ime@domena:
[3516] 17:30:27:921: I AL::TLS::Profile::Read::AltPasswordStr: Geslo:
[3516] 17:30:27:921: I AL::TLS::Profile::Read::AltRePasswordStr: Geslo (ponovno):
[3516] 17:30:27:921: I AL::TLS::Profile::Read::OuterIdentityType: 2
[3516] 17:30:27:921: I AL::TLS::Profile::Read::AlternateOuterIdentity:
[3516] 17:30:27:921: I AL::TLS::Profile::Read::InnerAuth: PAP
[3516] 17:30:27:921: I AL::TLS::Profile::Read::VerifyServerCertificate: 1 N ) L
[3516] 17:30:27:921: T AL::TLS::Profile::Read::ServerCertificateLocal: 0 ArnesLink zagenja sejo EAP ...
[3516] 17:30:27:921: I AL::TLS::Pr'ofﬂe::Read::\fer'ifyMSExtenS‘Ton: 1 J StreZnikove potrdilo vsebuje razdiritve Server Authentication, kot je zahtevano.
[3516] 17:30:27:921: I AL::TLS::Profile::Read::VerifyServerName: 0 /' Lzdajatelj potrdil (CA) je zaupanja vreden.
[3516] 17:30:27:921: I AL::TLS::Profile::Read::ServerName: ® Tzvajam notranje overovljanje ...
[3516] 17:30:27:921: T AL::TLS: :Prque: :Reag: :UseSessionResumption: 0 €3 overovljanie ni uspelo.
3516] 17:30:27:921: I AL::TLS::Profile::Read::RenewIP: 1 . } i . =
[3516] 17:30:27:921: I AL::TLS::Profile::ReadCertificates::Path: SOFTWAREMArnesLink\N * Se]a_’o‘meSLmk_EAPJe ko_ncéna'
[3516] 17:30:27:921: I AL::TLS::Profile::Read: :CompID: @arnes.si ® Ivajam zunanje overovijanje ...
[3516] 17:30:27:921: I AL::TLS::Profile::Read::Using provided impersonate token... J/ Streznikovo potrdilo vsebuje razéiritve Server Authentication, kot je zahtevano.
[3516] 17:30:27:921: T AL::EAP::GetIdentity::Using PAP. /" Izdajatelj potrdil (CA) je zaupanja vreden.
[3516] 17:30:27:921: T AL::EAP::GetIdentity::Getting credentials. ® Lvajam notranje overovljanie ...
130:27: I _GetCredentials::Authenticating as user. & overovljanie ni uspelo. o
1

podrobnostih.

17:38
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WPA2-AES

SSID za goste

* Skripta za menjavo gesel PSK (Lancom, Cisco)
* https://aal.arnes.si/eduroam/dodatnoPSK

Goste postavitve

Redundantno postavitev TLD*
* Nadgradnja TLD (RADIATOR)

Preverjanje gesla*



Preverjanje gesla

eciuroam.si

Testing eduroam with user: =

- ss(@arnes.si

etiuroam.si

Preverjanje racuna (Credentials check):

Password confirmed!

Uporabnigko ime (Username): w ssss@arnes si |

= - ) Details: Everything is OK
Geslo (password): seeeeesesessssssse | Server version = 1.0

Varnostno vprasSanje (security question):
Koliko je Stirinajst plus Dve?

What is Fourteen Plus Two?

|18] |

Preveri (Test) eJuroa m,Si

Testing eduroam with user:

@ arnes.si

Username or password is INCORRECT!

Details: Problem is either with credentials or server
Server version = 1.0




M2M World of Connected Services
The Internet of Things
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NajvecCja all gosta pokritost




2.4GHz Kanali 1,5,9,13
|Izklopimo 802.11b, pustimo 802.11g ali celo 802.11n
AP postavljamo v pisarne/ucilnice/knjiznice/avle, ne na hodnike

Prioriteta
— Dober signal kjer je potreben

— Slab signal (ali brez) na hodnikih in prostorih kjer se
uporabniki ne zadrzujejo.

Predvidoma ni VolPa na wirelessu
Filtriranje multicast DNS / Bonjour

- DST 224.0.0.251/255.255.255.255
- DST ff02::fb/128



Non-Overlapping Channels for 2.4 GHz WLAN
802.11h (DSSS) channel width 22 MHz

2.4 GHz 2.4835 GHz 2.5 GHz

802.11g/n (OFDM) 20 MHz ch. width - 16.25 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

802.11n (OFDM) 40 MHz ch. width - 33.75 MHz used by sub-carriers

2.4 GHz 2.4835 GHz 2.5 GHz

Avtorske pravice CC: Liebeskind, Wikipedia



M Existing Channel

0O

B New Channel

Slika: Cisco Live, Milano, 2014
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